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About This Document
Symbol Definitions

Symbol Definitions

The following table lists those symbols used in this document to denote certain conditions.

Symbol

Definition

[, »
@ © 2 &

CAUTION

>

B>

ATTENTION: Identifies information that requires special
consideration.

TIP: Identifies advice or hints for the user, often in terms of
performing a task.

REFERENCE -EXTERNAL.: Identifies an additional source of
information outside of the bookset.

REFERENCE - INTERNAL: Identifies an additional source of
information within the bookset.

Indicates a situation which, if not avoided, may result in equipment
or work (data) on the system being damaged or lost, or may result in
the inability to properly operate the process.

CAUTION: Indicates a potentially hazardous situation which, if not
avoided, may result in minor or moderate injury. It may also be used
to alert against unsafe practices.

CAUTION symbol on the equipment refers the user to the product
manual for additional information. The symbol appears next to
required information in the manual.

WARNING: Indicates a potentially hazardous situation, which, if not
avoided, could result in serious injury or death.

WARNING symbol on the equipment refers the user to the product
manual for additional information. The symbol appears next to
required information in the manual.
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About This Document
Symbol Definitions

Symbol

Definition

B @B B >

||F

1

WARNING, Risk of electrical shock: Potential shock hazard where
HAZARDOUS LIVE voltages greater than 30 Vrms, 42.4 Vpeak, or
60 VDC may be accessible.

ESD HAZARD: Danger of an electro-static discharge to which
equipment may be sensitive. Observe precautions for handling
electrostatic sensitive devices.

Protective Earth (PE) terminal: Provided for connection of the
protective earth (green or green/yellow) supply system conductor.

Functional earth terminal: Used for non-safety purposes such as
noise immunity improvement. NOTE: This connection shall be
bonded to Protective Earth at the source of supply in accordance
with national local electrical code requirements.

Earth Ground: Functional earth connection. NOTE: This
connection shall be bonded to Protective Earth at the source of
supply in accordance with national and local electrical code
requirements.

Chassis Ground: Identifies a connection to the chassis or frame of
the equipment shall be bonded to Protective Earth at the source of
supply in accordance with national and local electrical code
requirements.

vi
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Introduction

Overview

About this guide

This guide is intended to provide information to assist you in planning and designing the
installation of your Experion control hardware. Control hardware is an umbrella term
used to refer to the Honeywell control and input/output components that can be supplied
with an Experion system.

This guide complements the Sever and Client Planning Guide that provides planning and
design topics for Experion servers and clients.

Online documentation reference

Knowledge Builder is the online documentation library for the Experion system. It is
provided on a compact disc and can be installed on a suitable personal computer. If you
are using a printed copy of the Control Hardware Planning Guide, we recommend that
you install Knowledge Builder to take advantage of its online search and reference
capabilities.

R301.1
11/06

Experion Control Hardware Planning Guide 1
Honeywell



Introduction
Overview

2 Experion Control Hardware Planning Guide R301.1
Honeywell 11/06



Initial Planning and Design Activities

Getting Started

Review Experion capabilities

Read the Overview section in Knowledge Builder so that you understand the basic
concepts and terminology, and appreciate the capabilities of Experion.

Complement the information in this document with the data in the Server and Client
Planning Guide to cover all aspects of an Experion installation.

@ REFERENCE - INTERNAL

Please refer to the Server and Client Planning Guide for planning and design
topics for Experion servers and clients as well as information about adding
third-party controllers.

General Prerequisites

Before designing a system, collect as much information as possible about the plant and
its processes. This helps to define the specific control requirements for your plant. The
following mix of skills and plant data are general prerequisites for the planning process.

Skill or Data Purpose

Understanding of Basic Monitoring and ¢ Need a basic knowledge of the concepts of
Control Concepts process monitoring and control to adequately
plan your control system installation.

¢ Need a Process Narrative to provide a literal
description of the plant processes

Piping and Instrumentation Diagrams ¢ Shows the equipment used in the plant and how
(P&IDs) it is connected, in schematic format.

e Can be used to break down large processes into
constituent subprocesses.

Flow Diagrams » Describes the sequence of events in plant
processes.

¢ Defines how the control system should be used
to interact with the processes.

R301.1 Experion Control Hardware Planning Guide
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Initial Planning and Design Activities
Getting Started

Skill or Data Purpose

Engineering and System Specifications « Describe operational requirements; that is, what
the system needs to do.

¢ Describe when and how your Experion system
will be implemented.

o Describe details of the Experion system’s
hardware and software.

Other Resources « Wiring diagrams,

o Computer-aided drafting (CAD) schematics of
the plant,

o Other plant layout diagrams, often showing
electrical wiring configurations, the location of
power cables, and other helpful information.

o Subject-matter-experts (typically engineers) in
the process, control, instrumentation, etc., who
can provide details that might be missing from
schematics and diagrams.

o Process operators who can often tell you how the
plant is run, and provide valuable insight into the
design of custom displays.
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Initial Planning and Design Activities
Schedules and Responsibilities

Schedules and Responsibilities

Pre-installation schedule

After you have selected a suitable location for your system equipment, establish a
schedule incorporating all phases of site preparation and system installation work. Use
the following checklist to schedule and monitor the events that must occur prior to the
actual delivery and installation of your system.

Event Date

Plan Actual

Determine whether building modification or construction is
required.

Verify building-access dimensions.

Determine the requirements, if any, of additional electrical power,
power conditioning, or grounding; arrange for its installation.

Determine the locations, pathways, and types of communications
data-lines; arrange for their installation.

Implement ElectroStatic Discharge (ESD) and ElectroMagnetic
Inteference (EMI) reduction measures.

Complete corrosion analyses for site location.

Determine whether air conditioning is required, then arrange for
its installation.

Order cables.

Verify equipment delivery and installation schedule.

Order power panels.

Order the required quantity and type of data-line communications
equipment necessary for your system application.

Order furniture, storage equipment, and other similar equipment
to support your needs.

Thirty days before delivery, complete the following tasks:

Install and test primary power equipment.

R301.1 Experion Control Hardware Planning Guide 5
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Initial Planning and Design Activities
Schedules and Responsibilities

Event Date

Plan Actual

Install lighting fixtures.

Complete the support facilities (such as media storage).

Verify that all required construction, electrical and
communications wiring, air conditioning, fire, and smoke-
detection equipment installation have been completed.

Notify your Honeywell Account Manager of your facility's state of readiness, or of any
possible contingencies that might delay installation.

Customer responsibilities

In general, you are responsible for preparing your facility as outlined in this guide, so that
the Experion System can be properly installed. Your responsibilities as a customer are as
follows:

o Install this equipment in accordance with the requirements of the National Electrical
Code (NEC), ANSI/NFPA 70, or the Canadian Electrical Code (CEC), C22.1.

e To furnish and install (at your expense, and sole responsibility) all internal building
wiring (including power and signal cables) in accordance with the NEC or the CEC.

o To install any power and signal cables according to the NEC, CEC, and other local
regulations and requirements.

o  Before shipment, to prepare the premises for installation; to provide installation to
include space, a stable power supply, connectors, cables, and fittings.

e For equipment that Honeywell installs, to provide necessary labor for unpacking and
placement of equipment and packing for return.

e To provide equipment that is not manufactured or supplied by Honeywell.
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Initial Planning and Design Activities
Shipping and Receiving

Shipping and Receiving
Shipping
Honeywell ships and insures the Experion System components.

Environmental considerations

Through-out the transit process, the environment must be monitored; correction must be
made if the following controller equipment ratings are exceeded:

o  Temperature Range: -55° to 85° C (-67° to 158" F)

e  Humidity Range: 5 to 95% RH non-condensing

ﬂ CAUTION

The humidity range in a corrosive atmosphere will vary.

Cost

The following issues should be taken into account in determining shipping costs:

e  The shipping distance and the weight of the equipment (responsibility of the
purchaser).

o Listed equipment weights are adjusted up to 25 percent higher to allow for the
weight of: cables, operating supplies, shipping materials, spare parts, and test
equipment.

o Mileage figures used in determining cost can be obtained from the Household Goods
Carriers Bureau Mileage Guide, or from an automobile road atlas.

Receiving

Depending on the tariffs in effect, the carrier may be responsible for placing and delivery

of the system equipment at your facility according to the tariffs in effect.
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Initial Planning and Design Activities
Shipping and Receiving

Moving

Guidelines for moving equipment into your facility (particularly for large systems) are
described below:

e Check the maximum equipment dimensions against possible obstacles; these may
include such things as narrow hallways, restricted doorways, and small elevators.

e Check for availability and readiness of any necessary devices for moving equipment
to or within your facility. In most cases, the system and its equipment will be
accommodated by the usual equipment-moving devices.

e Delays can be avoided by giving the delivery carrier advance notice of any special
requirements. If notified in advance, Honeywell can alert the carrier on your behalf.

Unpacking

When unpacking the equipment, check the shipment against the invoice; immediately
notify your Honeywell Account Manager of any discrepancies.

If a Product Registration Label (containing the Model Number and Serial Number of the
component) is affixed to the shipping carton when received, remove and return it to
Honeywell at the noted address to ensure follow-up service and support.

Warehousing

In some instances, it may be necessary to temporarily store the system components
before installation. In this event, keep the factory wrapping intact to minimize humidity.
If it is necessary to unseal the equipment for customs or receiving, add more desiccant;
then reseal the package.

Ensure that the selected storage area does not subject the equipment to environmental
extremes beyond those listed in the previous section.
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Control Network Considerations

Communications Network

New or existing network

The first thing to consider when designing a control system network is whether the
system will be incorporated into an existing network, or a new network will be
implemented.

o Ifplanning a new network, you need to consider issues such as the network
architecture to use.

o Ifplanning to use an existing network, you will have to determine how to integrate
the networks as seamlessly as possible. If the existing network has a system
administrator, they should help with the integration.

e Ifacomplex network is being planned, it might be advisable to consult professional
network designers. Honeywell can design and implement your network, if desired.
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Control Network Considerations
Identifying topology diagram symbols

Identifying topology diagram symbols
About the symbols

The symbols listed in the following table are used to simplify the node and component
references to reduce the size and enhance the readability of the topology diagrams
included in this document.

If Symbol is . .. Then, it represents

Native Experion Computer-Based Components

Experion Server

Redundant Experion Server

J

Application Control Environment

Experion Flex Station

ESF

Experion Console Station

O

ES

Experion Console Extension

ECE

Experion with TPS Computer-Based Components

Experion Server (TPS) used with TPS
Systems and connected to the TPN
(LCN) Network

Redundant Experion Server (TPS) used
with TPS Systems and connected to the
TPN (LCN) Network

i
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Control Network Considerations
Identifying topology diagram symbols

If Symbolis ... Then, it represents

Application Control Environment (TPS)
ACT used with TPS Systems and connected
to the TPN (LCN) Network

Experion Console Station (TPS) used
with TPS Systems and connected to the
TPN (LCN) Network

m
g

Experion Level 3/Level 4 Application Components

Experion Application Server

PHD Server

Experion eServer

Experion Desktop Workstation

dHAO

Miscellaneous Computer-Based Components

Windows 2003 Domain Server

Windows 2000 Domain Server

Third-Party OPC Server

Third-Party OPC Client

H B HH
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Control Network Considerations
Identifying topology diagram symbols

If Symbolis ... Then, it represents

Windows Terminal Server

Windows Terminal Server (Client)

Experion Series A Embedded Control Components

C200 Controller

Redundant C200 Controller

Series A Chassis 110

Series A Rail I/0

=
o

Series H Rail I/0

[ [cwsvo [ ]]

Series A FIM (Chassis)

il
=

Redundant Series A FIM (Chassis)

il
=

Experion Series C Embedded Control Components

C300 Controller

&3
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Control Network Considerations
Identifying topology diagram symbols

If Symbolis ... Then, it represents

Redundant C300 Controller

Series C I/O

% Redundant Series C I/O

Series C FIM (FIM4)
Redundant Series C FIM (FIM4)
Control Firewall (9-Port)

Miscellaneous Embedded Control Components

Fail Safe Controller (FSC)

FSC
Safety Manager
SM
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Control Network Considerations
Identifying topology diagram symbols

If Symbolis ... Then, it represents

Miscellaneous Network Components

m Cisco Switch

Cisco Fault Tolerant Ethernet (FTE)

m m Switches

Cisco Router

Network Firewall

Network Security Lock/Key

(@)
(2

Legacy TPS Components

=]
[
[ |
[v5]

xProcess Manager

Process Manager 1/0

Network Interface Module

Universal Station

us

Global Universal Station

GUs

14
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Experion cluster types

Experion cluster types

Overview

The following Table provides a summary of the various general Experion Server/Cluster
Network configurations possible with Experion R300 and later. The sections that follow
provide more information and diagrams to explain each configuration type.

Not all network combinations are shown, but the examples, along with the associated
Configuration Rules, provide you with the necessary guidelines to understand how
Experion systems may be configured.

In the Table, the term Process means an Experion system with C200, C300, and /or ACE
Controllers, and so on. Any Process system may also include SCADA devices and so on.
SCADA only systems do not include C200, C300, or ACE Controllers.

Cluster Type Application Level 1/Level 2 Level 3 Network | See Note
(Process/ Network Choices
SCADA) Choices
1: L3 Ethernet Process ControlNet Non-Redundant 1
Ethernet
CIP Ethernet
SCADA Misc Non-Redundant 2
Ethernet
2: L3 Dual Ethernet Process ControlNet Dual Ethernet 1
CIP Ethernet
SCADA Misc Dual Ethernet 2
3:L3FTE Process ControlNet FTE 3
SCADA Misc FTE 2
4: 1.2 FTE Process FTE Ethernet 2,4
FTE
5: TPS TPS, Process LCN/UCN Ethernet 2,5
and SCADA and/or FTE
FTE
Notes:

1. Level 2 CIP Ethernet means non-redundant Ethernet using Ethernet Module TC-CENO021.

R301.1
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Control Network Considerations
Experion cluster types

2. The Misc equals SCADA Network(s) that may consist of Serial Devices (RS232 or RS485),
ControlNet Connections, and/or Ethernet Interfaces (for example, MODBUS TCP) or
combinations of these. In addition, SCADA points and connections may coexist with C200s
and TPS within specified capacity constraints.

3. Level 1/Level 2 CIP Ethernet from Servers to C200s is not supported when using Level 3
FTE based Clusters.

4. Level 3 is Router connected when using FTE for L2 Supervisory Network. L3 may then be
separate FTE community or normal non-redundant Ethernet.

5. When FTE-based Controllers are used with a TPS Cluster, then FTE must also be used as
an additional L2/L1 Network, and L3 then becomes router connected. Otherwise, the
Ethernet/FTE connected to the TPS connected computer nodes is considered the L3
Network.

Experion Cluster Type 1

The following topology is a small Experion cluster network configuration. This
configuration can be specified to ship from the factory when a non-redundant cluster is
specified. This cluster is a small computer workgroup that uses local accounts and is not
commonly connected to any other Ethernet network. The Server may or may not be
connected to a ControlNet Supervisory Network depending on whether it is a C200
and/or SCADA application. Typically, redundant servers use a redundant network
solution; so redundant servers are not typical for this configuration type.

Characteristics
e Single Ethernet
e Redundant or Non-Redundant Server (shown)
e Windows Server 2003 Operating System

o Local Windows or Traditional Accounts

o Workgroup

[T VI ITECNEEI]

Figure 1 Experion Cluster Type 1
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Experion cluster types

Configuration Rules (CT1)

Reference Description
CR_CT1.0 Experion users may use Windows group-based accounts, Windows accounts,
or Traditional operator accounts. If using Windows accounts, using a Windows
Domain controller and Domain based Windows accounts is strongly
recommended for account maintenance, especially as the number of nodes
increases.
CR_CT1.1 Experion services use local Windows accounts.
CR_CT1.2 All Experion nodes are configured to be part of the same Workgroup or
Domain, if used.
CR_CT1.3 Only Windows 2003 Server is supported as the operating system for the
Experion server.
CR _CT1.4 Only Windows XP is supported as the operating system for the Experion Flex
Station.
CR_CT1.5 Server may use a Dual CPU configuration.
R301.1 Experion Control Hardware Planning Guide 17
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Experion Cluster Type 2

The following topology is a small to medium Experion cluster network configuration.
This is the configuration shipped from the factory when a redundant cluster is specified
without FTE. This cluster is a small computer workgroup that uses traditional accounts
and is commonly not connected to any other network. If Windows accounts are to be
used for operators, in a redundant server topology, a Windows domain controller is
strongly recommended for account maintenance. The Server may or may not be
connected to a ControlNet Supervisory Network depending on whether it is a C200
and/or SCADA application. Typically, redundant network solutions support redundant
servers, so a non-redundant server is not typical for this configuration type.

Characteristics

Dual Ethernet

Redundant (shown) or Non-Redundant Server
Windows Server 2003 Operating System
Traditional or Windows Accounts

Workgroup or Domain

ESF

Figure 2 Experion Cluster Type 2
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Experion cluster types

Configuration Rules (CT2)

Reference Description
CR_CT2.0 Experion users may use Windows group-based accounts, Windows accounts,
or Traditional operator accounts. If using Windows accounts, using a Windows
Domain controller and Domain based Windows accounts is strongly
recommended for account maintenance, especially as the number of nodes
increases.
CR_CT2.1 Experion services use local Windows accounts.
CR_CT2.2 All Experion nodes are configured to be part of the same Workgroup or
Domain, if used.
CR_CT2.3 Only Windows 2003 Server is supported as the operating system for the
Experion server.
CR _CT2.4 Only Windows XP is supported as the operating system for the Experion Flex
Station.
CR_CT2.5 Server may use a Dual CPU configuration.
R301.1 Experion Control Hardware Planning Guide 19
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Experion Cluster Type 3

The following topology is an example of a medium to large Experion cluster
configuration. You can connect from 1 to 40 Flex Stations to the Experion server. The
server may or may not be connected to a ControlNet Supervisory network (shown)
depending on whether it is a C200 and/or SCADA application. Typically, FTE solutions
are used with redundant servers, so a non-redundant server is not typical for this
configuration type.

Characteristics

e FTE Level 3 Network

e Redundant (shown) or Non-Redundant Server

e  Windows Server 2003 Operating System (for Experion server)
e Traditional or Domain Windows Accounts

o External Network

FTE

_ESF |

||
ControlMet

Figure 3 Experion Cluster Type 3

20 Experion Control Hardware Planning Guide R301.1
Honeywell 11/06



Control Network Considerations
Experion cluster types

Configuration Rules (CT3)

Reference Description

CR_CT3.0 Experion users may use Windows group-based accounts, Domain Windows
accounts or Traditional operator accounts.

CR_CT3.1 Experion services use local Windows accounts.

CR_CT3.2 Experion operator based security has been qualified with Windows 2000
native mode and Windows 2003 domains — all modes.

CR_CT3.3 Experion nodes may be part of a Windows Domain

CR_CT3.4 In a Domain configuration, all nodes in the Experion cluster should be time
synchronized with the Domain controller or dedicated NTP Server.

CR_CT3.5 In a workgroup configuration, the time must be synchronized between
redundant servers and all console stations in the Experion cluster. They
should also be synchronized with any other clusters connected through the
Distributed Server Architecture (DSA).

CR_CT3.6 A Windows 2000 (W2K) Domain controller (shown) cannot be directly
connected through FTE. It must be configured as a single-connected node
on either of the FTE segments or through a router in the Level 3 network. If
using a backup Domain controller, we recommend that you single-connect it
to the opposite FTE segment.

CR_CT3.7 A Windows 2003 (W2K3) Domain controller (not shown) is supported on FTE.
The FTE Driver must be installed in the Domain server node.

CR_CT3.8 The Experion servers use Windows 2003 server operating system (OS).
However, Experion MUST NOT be installed on a Domain controller. For
example, neither the Experion server nor the ACE node can reside on the
same server node as the Domain controller.

CR_CT3.9 FTE requires the use of qualified switches. Please refer to the FTE Technical
Data and Specification document for the latest FTE configuration rules.

CR_CT3.10 The ACE node runs on Windows 2003 server operating system and must be a
member of the Domain, if a Domain is configured.

CR_CT3.11 Only one System Event Server (SES) must be installed per FTE Community. If
Experion servers are redundant, the SES is installed on both servers. The
System Management runtime software should be installed on all nodes in the
Experion cluster that are to be monitored by the System Event Server. The
time should be synchronized between the redundant servers and all Experion
cluster nodes being monitored by the System Event Server

R301.1 Experion Control Hardware Planning Guide 21
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Reference Description
CR_CT3.12 The System Management runtime software should be installed on all nodes
that are to be monitored by the System Event Server. The time should be
synchronized between the redundant servers and all Experion cluster nodes
being monitored by the System Event Server
CR_CT3_13 The High Security Policy Workstation Package should be installed on the

redundant servers.

Experion Cluster Type 4

The

following topology is an example of a medium to large Experion cluster

configuration with Console Stations and FTE-based Controllers (not shown). You can
connect from 1 to 40 Stations to the Experion server, of which up to 10 of these Stations
can be configured as Console Stations within the Console Station configuration limits.
Typically, FTE solutions with FTE Bridge module and Console Stations are used with

redu

ndant servers; so a non-redundant server is not typical for this type of configuration.

Characteristics

Router

FTE Level 2 Network

Redundant Server

Windows 2003 Server Operating System (for Experion server)
Domain Windows Accounts

External Network Router

Console Stations

=g D (Esc | [ EsF |

]

s L

Figure 4 Experion Cluster Type 4
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Configuration Rules (CT4)

Reference Description

CR_CT4.0 Experion users may use Windows group-based accounts, Domain Windows
accounts or Traditional operator accounts.

CR_CT4.1 Experion services use local Windows accounts.

CR_CT4.2 Experion operator based security has been qualified with Windows 2000
native mode and Windows 2003 domains — all modes.

CR_CT4.3 Experion nodes may be part of a Windows Domain

CR_CT4.4 In a Domain configuration, all nodes in the Experion cluster should be time
synchronized with the Domain controller or a dedicated NTP Server.

CR_CT4.5 In a workgroup configuration, the time must be synchronized between
redundant servers and all Console Stations in the Experion cluster. They
should also be synchronized with any other clusters connected through the
Distributed Server Architecture (DSA).

CR_CT4.6 If Domains are configured, configuration rules CR_CT3.6 to CR_CT3.8 apply
to this topology

CR_CT4.7 FTE requires the use of qualified switches. Please refer to the FTE Technical
Data and Specifications document for the latest FTE configuration rules.

CR_CT4.8 The ACE node runs on Windows 2003 server operating system and must be a
member of the Domain, if a Domain is configured.

CR_CT4.9 The CR_CT3.11 to CR_CT3_13 rules apply to this topology.
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Experion Cluster Type 5

The following topology is an example of an Experion server for TPS (ESVT) that forms
a type of Experion cluster introduced in Experion R201. An ESVT cluster is defined as
the operator stations and controllers associated with a particular Experion server (or
servers in the case of redundant servers) connected to the same Local Control Network
(LCN). This server is primarily used to connect to TPN, SCADA points, and points from
other Experion clusters. Although FTE is shown in this diagram, it is not mandatory for
ESVT and ESTs unless C200/ACE nodes are also on the network.

Characteristics
e LCN Level 2 Network

e Redundant (shown) or Non-Redundant Server
e Windows Server 2003 Operating System (for Experion server)
e Domain Windows Accounts

o FTE (shown) or Ethernet Level 3 Network

Ty —— -

(esT ] [Ece] [EsF]

LCH

Figure 5 Experion Cluster Type 5

Configuration Rules (CT5)

Reference Description
CR_CT5.0 One (1) ESVT Per TPN (2 for Redundancy).
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Reference Description

CR_CT5.1 ESVT supports up to 20 EST nodes per TPN, as long as no C200/C300/FIM4
nodes are directly connected to the ESVT. If any of these nodes are
connected, then the ESVT supports only 10 EST nodes.

CR_CT5.2 ESVT supports a total of 40 Stations — ESTs + ESFs combined. Up to 3 ECEs
are supported for each EST.

CR_CT5.3 ESVT supports FTE-connected C200s, C300s, FIM4 and/or ACE. If any
C200s, C300s or FIM4 nodes are connected, then the ESVT supports only 10
EST nodes.

CR _CT5.4 Performance of the ESVT, EST, ECE, and ACT is expected to be similar to
that of the ESV, ESC, ECE, and ACE, respectively.

CR_CT5.5 EST and ESVT supports both non-redundant Ethernet and FTE
implementations for L3 network.

CR_CT5.6 An LCNP4-connected platform is required for both the EST and the ESVT and
ACT. These platforms must be purchased from Honeywell.

CR_CT5.7 A domain controller is required to implement the ESVT/EST solution.
Configuration rules CR_CT3.6 to CR_CT3.8 apply to this topology.

CR_CT5.8 Flex Stations cannot be members of an LCN console.

CR_CT5.9 Flex Stations on ESVT support native Window. A limited, remote native

Window capability is qualified on Flex Stations (as well as on ESC, ECE, EST,
and remote ESTSs). This functionality is not integrated with the Experion
environment on these stations, as is the local native Window on the EST.
Specifically, cross environment display invocations are not supported, in
addition to other cross environment functions.

CR_CT5.10 DSA is fully supported between ESVT and Experion servers following all
existing DSA rules and capacity constraints with the following exceptions:

« Native Window functions (on the remote LCN), including detail displays and
group displays are not supported across DSA connections.

o TPS faceplates are not supported remotely (depend on a LCN direct
connect).

o HMIWeb faceplates for TPN points are supported.

o Confirmation of operator messages is not supported remotely
(Acknowledgements (ACKs) work Okay).

CR_CT5.11 The CR_CT3.11 to CR_CT3_13 rules apply to this topology.
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Experion DSA and TPS interoperability

Level 3 router connected

The following topology is an example of how a native Experion cluster connects to TPS
system cluster. The ESVT cluster may be connected to an Experion cluster through the
Level 3 Router.

% m m [ESC] [.ESF]
| |
— ——— |
st —————— e mimL
FTE .

Figure 6 Router Connected Topology

Common FTE community

The following topology is an example of how a native Experion cluster connects to TPS
system cluster. The ESVT Cluster may also be connected to other Experion Clusters in
the same Level 2 FTE Community, assuming that maximum community size limits allow
it.

Router

L LT[ ] st fiseesensiad]
et Jfes JEIER
I
LCN
Figure 7 Common FTE Community Connected Topology
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Experion and OPC

Level 2 OPC client or server connection

The following topology is an example of how a third-party OPC client or server (non-
FTE node) connects to an Experion system over FTE, directly on the Level 2 network.
Note that the Console Stations do not maintain direct connectivity with the third-party
OPC client/server nodes. All OPC data collected by the Console Station comes from the
Experion server.

T [#pg D "ESC | [ ESF |
]

o £ L

Figure 8 Level 2 OPC Server Topology

Configuration Rules (OPC)

Reference Description

CR_OPC.0 The Experion Servers are supported with either normal Non-Redundant
10/100Mb Ethernet or through a 100Mb FTE Network, following all FTE
configuration rules.

CR_OPC.1 The CR_CT3.6 to CR_CT3.8 rules apply to this topology.

CR _OPC.2 If a domain is used the Honeywell or 3rd party OPC client computer must also
be added to the domain.

CR_OPC.3 Support for connection of a Honeywell or third-party OPC client to redundant
Experion servers is achieved by using the Redirection Manager software on
the Honeywell or third-party OPC client computer.

CR_OPC.4 If the Redirection Manager option is used, the System Management software
must be installed on the Experion servers and the Honeywell or third-party
OPC client computer.
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Level 3 OPC Client or Server Connection

The following topology is an example of how Honeywell or third-party OPC client or
server connects with an Experion system through a Level 3 Router. Note that the Console
Stations do not maintain direct connectivity with the third-party OPC client/server nodes.
All OPC data collected by the Console Station comes from the Experion server. All OPC
data collected by third-party or Honeywell OPC clients comes from the Experion server.

ce I esv_ (sc) (esF]

Figure 9 Level 3 OPC Server Topology

Configuration Rules

The configuration rules CR_OPC.0 to CR-OPC 4 listed above also apply for this
topology.
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ACE OPC Gateway
OPC Gateway Client

The following diagrams (network not shown) show two configurations, the data paths,
and what protocols are used for the ACE with OPC Gateway interface.

The OPC Gateway client process is capable of communicating with any controller
communicating through the Control Data Access (CDA) protocol. However, the ACE
controller is the only supported peer at this time. This creates a gateway interface
between Experion control systems and any OPC Data Access compliant servers through
the OPC Gateway function block.

ACE

~

Figure 10 Resident OPC Gateway Client

Figure 11 Non-resident OPC Gateway Client
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Configuration Rules (OPCG)

The configuration rules CR_ICG.0 to CR-ICG.11 listed below also apply for these
configurations.

Experion Inter-Cluster Gateway

The following diagrams are examples of how the Inter-Cluster Gateway (ICG) block
introduced in Experion R300 can be used. This block is both an OPC client and a private
OPC server that resides on a designated ACE node. The ICG Block is used to provide
ACE to ACE, Peer-to-Peer between ACE nodes that reside in different Experion clusters.

Experion Cluster #2

Figure 12 Simple Experion Inter-Cluster Gateway
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Experion Cluster #2
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Experion Cluster #1
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Figure 13 Complex Experion Inter-Cluster Gateway and OPC Gateway

Configuration Rules (ICG)

Reference Description

CR_ICG.0 Each OPC Gateway (OPCG) can connect to just one OPC Server.

CR_ICG.1 The OPCG and the ICG can be installed and used only on the ACE node.

CR_ICG.2 Each CDA connection to an OPCG or an ICG consumes one Peer Connection
Unit (PCU).

CR_ICG.3 Only one ICG can be configured per ACE node.

CR_ICG4 Multiple OPCGs can be configured per ACE Node. The maximum number of
OPCGs per ACE is 15.

CR_ICG.5 An ICG can be configured to be just an OPC server or both an OPC server
and an OPC client.
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Reference Description

CR_ICG.6 The ICG client can only be connected to another ICG server. For example, it
cannot connect to any other Honeywell Communication Interface (HCI) or
third-party OPC server.

CR_ICG.7 The DCOM connection to an ICG OPC server is private (password protected)
and can only be used by an OPCG or another ICG client.

CR_ICG.8 The DCOM connection to the TPN Server on an LCN connected ACE is
private (password protected) and can only be used by an OPCG (locally or
remotely).

CR_ICG.9 The number of OPC clients supported by a single ICG server is only limited by
CPU and Memory on the ACE node.

CR_ICG.10 The number of CDA connections supported by a single ICG is 30.

CR_ICG.11 The number of CDA connections supported by a single OPCG is 30.
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Experion Application Topologies
Experion Application Server (EAS)

The Experion Application Server (EAS) is an Experion server that hosts various
applications, uses DSA to access L2 control data for an Experion control platform server.
The EAS supports the Enterprise Model and SQL Server Database.

An EAS may reside at L2, .3, L3.5 (DMZ), or L4 in the network architecture, depending
upon the application’s requirements. In addition to EAS Nodes, applications also utilizes
various Workstation Client Nodes that are associated with the EAS Servers.
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Figure 14 EAS topology
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PHD Integration Topologies

The following topology diagrams illustrate how the PHD Server may fit into the
Experion System. Not all possible combinations are shown, but these examples will
illustrate the general network schema.
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Figure 15 Basic PHD Integration Topology
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Figure 16 Multi-Cluster PHD Integration Topology

Configuration Rules (PHD)

Reference Description

CR_PHD.0 The Level 3 (L3) FTE and redundant routers are optional but required for
redundant path support between PHD server and the Experion server(s).

CR_PHD 1 If a domain controller is used, Experion operators and PHD users will be
domain accounts. If no domain controller is used, then accounts will be local
accounts.

CR_PHD.2 The Oracle based PHD tag database may optionally be on a separate node
(as shown).

CR_PHD.3 An optional PHD topology includes a PHD backup (also known as Shadow)
server at level four.

CR _PHD.4 Maximum of 3 Experion server/redundant pairs per PHD server.

CR_PHD.5 Each Experion server can only connect to one PHD server.
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Terminal Services

The following diagram is an example of how a Flex Station is used as the terminal
services server, and is hosting the four terminal service sessions (the maximum allowed).
Two of the sessions are used to run Control Builder. Two other sessions are running both
Control Builder and Enterprise Model Builder. In the example, the terminal services
client nodes do not have any Experion configuration tool content installed. The Experion
server accounts for each instance of the configuration tool running, whether it is run
through a terminal services session or directly on an Experion client. The limits of
configuration tool instances are policed by the server.

Terminal services capability

Terminal services connections to an Experion client host can be used to remotely
configure or monitor an Experion system. Typically, this method is used to bridge a
security firewall from the Business Network into the Plant Network. However, the use of
terminal services places additional load on the node that hosts the sessions. The use of
terminal services is considered an advanced technique that should only be employed if
the resource loading issues are understood as described below in the Configuration
Rules section.

In the example below, a Flex Station is used as the terminal services server, and is
hosting the 4 terminal service sessions (the maximum allowed). Two of the sessions are
used to run Control Builder. Two other sessions are running both Control Builder and
Enterprise Model Builder. In the example, the terminal services client nodes do not have
any Experion configuration tool content installed. Typically, this Flex Station would
reside in the DMZ.

The Experion server accounts for each instance of the configuration tool running,
whether it is run through a terminal services session or directly on an Experion client.
The limits of configuration tool instances are policed by the server.

Depending on the number and types of applications that are run through the terminal
services session, considerable resources can be consumed on the host node. To run the
Configuration Studio and a typical contingent of tools, up to 200MB of RAM can be
consumed per terminal services session. In the example below, an additional 800MB of
RAM is recommended for the hosting flex client node.
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4 Window: Terminal Service Clients
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Figure 17 Terminal Server Topology

Configuration Rules (WTS)

Reference Description

CR_WTS.0 Terminal Services should only be hosted by nodes that are normally used to
host configuration tools applications (Flex Station, Console Station).

CR_WTS1 Host node memory should provide 200MB RAM for each terminal services
session that is expected to run on that node.

CR_WTS.2 A limit of 4 Terminal Services sessions can be hosted by any one client node.

CR_WTS.3 A limit of 4 Control Builder sessions can run through terminal services on any
single node.

CR_WTS 4 A limit of 2 Enterprise Model Builder sessions can run on any single node.

CR_WTS.5 Configuration tools running directly on the hosting client will reduce the

number of tools that can be run through the terminal services connection. For
example, if a CB session is running on the host client, then only 3 additional
CB instances could be initiated through terminal services sessions.
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Terminal Services Restrictions

When multiple sessions are running on the same terminal server node, the applications

used in each session may
following table identifies
conflicts.

share a common resource on the node hosting the sessions. The
some configuration operations and the potential for resource

Application / Operation

Potential Conflict

Qualification and Version
Control System

A

A conflict will occur if dual check-in operations are attempted.
This function is not recommended for use with Terminal
Services.

Control Builder Import/Export

A

There is a potential conflict if the same target location is used
by two simultaneous users exporting files. Import/Export
should only be performed by one terminal services user at
a time.

Control Builder Load/Upload

A

Server point building can fail if simultaneous loads are
performed. Loading/Uploading should only be performed
by one terminal services user at a time.
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About Supervisory networks

The supervisory network is used for communication between Experion servers and
Controllers. The Controllers are the chassis-mounted Control Processor Module (CPM)
that is also known as the C200 Controller or Process Controller, the Series C form factor
C300 Process Controller and the Application Control Environment (ACE) supervisory
controller that is running on a separate computer node. This network is dedicated for
Server to Controller communications including CPM peer-to-peer with other CPMs as
well as Application Control Environment supervisory controller peer-to-peer with CPMs
through a Fault Tolerant Ethernet (FTE) connection or a direct ControlNet connection

Fault Tolerant Ethernet (FTE) Support

The Experion R200 system or later supports using Honeywell’s Fault Tolerant Ethernet
network as its preferred supervisory network. A Fault Tolerant Ethernet Bridge module
in a C200 Controller or FIM chassis provides the interface to the FTE network for
chassis-based components. The existing ControlNet and Ethernet type supervisory
networks are still supported, but they cannot be used simultaneously on an Experion
server with a FTE network to connect to C200 Controller or FIM chassis. Please refer to
the Fault Tolerant Ethernet Implementation Guide for more information.

The Series C form-factor components are designed to connect directly to an FTE network
through a Control Firewall.
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FTE Supervisory Network Topologies

Basic C200 Controller Fault Tolerant Ethernet Bridge (FTEB) topology

The following topology is an example of using the FTE Bridge module in a C200
Controller or FIM chassis in a single Experion server cluster in a single FTE community.
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Figure 18 Basic C200 FTE Topology

Configuration Rules (C2F)

Reference Description

CR_C2F.0 Only one type of Supervisory Control Network (FTE or ControlNet or Non-
redundant Ethernet) is supported per Experion Server. In other words, FTEB-
based C200s and ControlNet connected C200s cannot be assigned to the
same Server. A SCADA ControlNet segment to PLCs and so on may be
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Reference

Description

supported on the same server as FTEB based C200 Controllers.

CR_C2F.1

The FTEB module is a single slot module that may reside in one of the
following type chassis configurations located on the Supervisory L1 FTE
Network.

¢ Non-Redundant C200 Controller chassis
¢ Redundant C200 Controller Chassis Pair (RCP)
¢ Non-redundant FIM-only chassis

¢ Redundant FIM-only Chassis Pair (RFCP)

CR_C2F.2

The FTEB module may reside in any slot position within the chassis.

CR_C2F.3

Only one FTEB module is allowed in a single chassis. FTEB has not been
qualified to provide bridging to another FTE segment through the chassis
backplane

CR_C2F.4

FTEB supports Device Indexes in the range 1-99. The FTEB must be
assigned a unique Device Index by dialing in a number from 1-99 on a pair of
rotary switches on the module. Device Index number 99 will be designated an
illegal value for a redundant chassis since the next sequential value “100” is
not available for the redundant partner, but 99 can be used for a non-
redundant chassis.

CR_C2F.5

Assign Device Indexes from 1 and up.

TIP

Better network utilization will result from using lower values for Device
Indexes, as this results in smaller FTE diagnostic messages.

CR_C2F.6

Assign sequential Device Indexes to redundant module pairs — one odd
number and the next higher even number. For example, assign 1 and 2, then
3 and 4, and so on.

Note 1: This is different than ControlNet CNI addressing.

Note 2: The user assigned Device Index (through hardware switches), will stay
with the module regardless of current module’s redundancy role. MAC
address, PD_TAG and DEV_ID are all factory-assigned and also stay with the
FTEB regardless of its role. Only the IP Address will swap on redundancy role
change (failover).

CR_C2F.7

IP addresses are automatically assigned by Control Builder for FTEBs and use
a simple formula in the BOOTP server:

R301.1
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Reference

Description

o |P address = Base IP Address + Device Index

¢ Redundant modules use odd-even IP address scheme. Current primary has
odd IP address; current secondary has even IP address equal to primary's
IP address plus one. For example, consider node 1/node 2 pair:

- Node 1 (pri) receives 10.1.0.1 from BOOTP, assumes 10.1.0.1
(already odd).

- Node 2 (sec) receives 10.1.0.2 from BOOTP, assumes 10.1.0.2
(already even).

« In case of role reversal:

- Node 1 (secondary) receives 10.1.0.1 from BOOTP, assumes 10.1.0.1
+1=10.1.0.2 (make it even by adding one).

- Node 2 (primary) receives 10.1.0.2 from BOOTP, assumes 10.1.0.2 -
1=10.1.0.1 (make it odd by subtracting one).

CR _C2F.8

Non-redundant FTEB modules may use any Device Index value — odd-even
pairing used by redundant FTEB pairs do not apply to non-redundant FTEBs,
but once a single Device Index for an odd-even pair of numbers is used by a
non-redundant FTEB, the other number in that pair can only be used by
another non-redundant FTEB.

CR_C2F.9

Device Index/IP address rules restrict number of redundant FTEB modules in
the FTE community to 49.

CR_C2F.10

Each node has a unique 48-bit MAC address assigned by the factory. This
address can be found on the FTEB module hardware label. The user does not
need to use or remember this address when installing or configuring a FTE
Network.

CR_C2F.11

The FTE Base IP Address used for Level 1 Experion FTE nodes may be
assigned from a Private IP Address space or from the user’s Corporate IP
address space. Split Subnets are also supported whereby the Level 1 nodes
can be private and the Level 2 nodes can reside in the Corporate space. See
the FTE Overview and Implementation Guide for FTE IP address usage and
IP assignment guidelines and rules.

CR_C2F.12

For critical peer-peer communications that cannot tolerate a communication
delay of longer that 250 ms, following an FTE cable fault, the C200s and/or
FTE connected Series A FIMs should reside on the same switch pair.
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Multiple Experion cluster FTE bridge topology

The following topology is an example of how the FTE Bridge module can be used to
connect redundant C200 Controllers in two Experion server clusters.
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Figure 19 Multiple Experion Cluster C200 FTE Topology

Configuration Rules (MCF)

Reference Description

CR_MCF.0 More than one Experion cluster may be configured in the same FTE
community within the allowed FTE community size.

CR_MCF.1 When multiple Experion servers are configured in the same FTE community,
the same Base IP Address must be configured in System-wide Preferences
in Control Builder on each Experion Cluster.

CR_MCF.2 Best Practice - The BOOTP Server Service should only be enabled on one of
the Experion cluster server pairs to avoid conflicting BOOTP responses, if the
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Reference Description

previous rule is not adhered to for some reason.

CR_MCF.3 All FTEB Modules across all Experion server clusters in the same FTE
community must have unique Device Indexes assigned.

CR_MCF 4 All servers in the same FTE community should be assigned to the same IP
sub-group range to allow access to these from the level-3 network in an easy
manner. Refer to the FTE Overview and Implementation Guide for details.

CR_MCF.5 FTEB modules in the same FTE community will support Exchange Block
communications between C200 Controllers assigned to different servers.

Basic C300 Controller with Control Firewall FTE topology

The following topology is an example of using C300 Controllers with Control Firewalls
(CF9) in a Level 1 FTE community.

m m m ESC][ESF]
— |

s T Y L2 Switches

™ @ (e @
‘ Control Firewalls — L1 —

A Wﬂ

Redundant C300 Redundant C300

Redundant C300 e
Hon-Redundant C300

FTEB + Series A 10

Figure 20 Basic C300 FTE Topology

44 Experion Control Hardware Planning Guide R301.1
Honeywell 11/06




Supervisory Networks
FTE Supervisory Network Topologies

Configuration Rules (C3F)

Reference Description

CR_C3F.0 Every C300 must be connected to a Control Firewall.

CR_C3F.1 Every Control Firewall must be connected through its uplink port to an L1 or L2
CISCO Switch. This may be through Standard Twisted Pair (STP) or Fiber-link
(not shown). The CISCO Port connected to the CF9 must be configured for
portfast operation.

CR_C3F.2 Control Firewalls cannot be stacked.

CR_C3F.3 Control Firewalls do not count as a network layer. For example, CF9s do no
count against the maximum of 3 layers of FTE switches.

CR_C3F.4 Experion R300 supports up to 16 C300s per Server (redundant C300 only
counts as a single C300 for this limit).

CR_C3F.5 C300s must be assigned a unique Device Index between 1-509, using the 3
switches on the I/O Termination Assembly (IOTA).

CR_C3F.6 C300 Controller that is to be configured as non-redundant must be given an
odd device index.

CR_C3F.7 The following Devices Index and IP Address Configuration Rules for FTEB:
CR_C2F.5 to CR_C2F.7 and CR_C2F.10 to CR_C2F.11 also apply to the
C300.

CR_C3F.8 The C300 Controller will not be capable of establishing OPC connections to
OPC servers through the OPC Gateway in the Experion R300 release.
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Multiple Experion cluster mixed C200 and C300 topology

The following topology is an example of how C200 Controllers and C300 Controllers
can be mixed in two Experion server clusters.
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Figure 21 Multiple Experion Cluster with Mixed C300 and C200 FTE
Topology
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Configuration Rules (MCM)

Reference Description
CR_MCM.0 The previous configuration rules CR_C2F.x, CR_MCF .x, and CR_C3F.x also
apply to this topology as appropriate.
CR_MCM 1 FTEB based C200 Controllers are not qualified to be connected to the CF9
module.
CR_MCM.2 C200 to C300 peer-to-peer is supported when configured on the same
server/ERDB.
CR_MCM.3 Both C200s and C300s combined count against the total number of controllers
per server limits.
CR_MCM.4 C300 can use Exchange blocks for peer-to-peer communications to other
C300s or C200s residing on another server, if they are resident in the same
FTE community.
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C300 interoperability with PLC topologies

You can use the FTE Bridge module as a gateway to have the C300 interoperate peer-to-
peer with ControlNet, DH+, or CIP Ethernet resident PLCs and AB devices (Panel View,
and so on) using the Exchange Block library in a manner similar to the C200. The
following example topology diagram shows how this can be done, along with
configuration rules on any topology restrictions.
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Figure 22 Typical C300 and PLC Interoperable Topology.
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Configuration Rules (3LC)

Reference

Description

CR_3LC.0

Access by Rockwell Tools and RSLinx for configuration of PLCs will not work
through the FTE Bridge module path to the underlying network; for example,
ControlNet, DH+, or CIP Ethernet. The Allen-Bradley Programming Tools
access to the PLCs must use an alternate path or a separate computer locally
attached to the PLC.

CR_3LC.1

The SCADA channel access to PLCs will not work through the FTE Bridge
module path to the underlying network; for example, ControlNet, DH+, or CIP
Ethernet. The Experion server must access these PLCs through an alternate
path; for example, PCIC ControlNet card, DH+ Gateway (KTX or KE module),
or separately connected non-redundant Ethernet path for CIP Ethernet access.

CR_3LC.2

Exchange Block limits apply to the C300 in the same as they did to the C200

CR 3LC.3

If the FTE Bridge module chassis being used for Exchange peer-to-peer does
NOT also contain Series A I/O Modules but only Exchange Block Gateway
module(s), then it may reside on a separate control firewall (CF9) or CISCO
Switch in the FTE Community.

CR 3LC.4

The FTE Bridge module chassis resident Gateway modules (CNI, DHRIO, and
TC-CENO021) may be shared by more than one C300, as long as other
Exchange Block rules and limits are enforced.
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C200 with FTE interoperable topologies

There are some topology options available for integrating PLCs and SCADA devices into
the Experion system with an FTE supervisory network. The following sections describe
two options using high-level topology diagrams for quick reference.

Using FTE and ControlNet on Experion server

The following diagram shows a valid topology that is qualified for Experion R200 or
later to allow you to use PCIC modules and RSLinx communication to communicate
with third-party devices over ControlNet. You must include downlink CNI modules in
your C200 Controllers with FTE Bridge modules to provide peer-to-peer
communications using Exchange blocks with the third-party ControlNet devices.

Experion
Server

SCADA Point Support Only.
No C200 Controllers directly

configured on this ControlNet
allowed.

G200 Controllers
or FIMs with
FTE Bridge

PCIC

ControlNet

Downlink ControlNet
for Exchange Block
Support

ControlMet Devices,
FLCs, etc.

Figure 23 Possible C200 with FTE and ControlNet for Third-Party
ControlNet Devices Topology
Using FTE with ControlNet over Ethernet

The FTE Bridge module does not support communications directly with ControlNet
Interface Protocol (CIP) based Ethernet PLCs or devices.
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The following diagram shows a topology that lets you use non-redundant ControlNet
(CIP) over Ethernet and RSLinx communication to Rockwell Ethernet based third-party
devices. You must use RSLinx to support data access for SCADA points associated with
the Ethernet-based PLCs. The C200 Controllers with FTE Bridge modules require a
separate TC-CENO11(obsolete) or TC-CEN021 Ethernet module to provide peer-to-peer
communications using Exchange blocks with the third- party Ethernet devices. One of the
pair of FTE switches may be used for the non-redundant Ethernet connections, if the
physical ports are available.

The Server SCADA

Experion points must use
Server “RSLinx" to
communicate with the

Ethernet PLCs.

—

Red-C200
w/FTEB

CIP over Hon-Red
thernet

Ethernet Devices using CIP
over Ethernet - PLCs,
PanelView, etc.

This path will MOT work through the FTEB & FTE for
C200 peer-peer with Ethernet PLCs and Devices.

Must use TC-CEMNO21 Ethernet Module, located in
either the C200 chassis (if not redundant), or an '
chassis, as shown.

Figure 24 Possible C200 using FTE with ControlNet for Rockwell Ethernet
Third-Party Devices Topology
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ControlNet Supervisory Network Topologies
Small ControlNet topology

The following topology is an example of the smallest ControlNet supervisory network
with single Experion server, Flex Station, and Control Builder on a single computer.

Ethernet (optional)

Experion Server, Flex Station
and Control Builder on
single computer

ControlMet

MNeon-Redundant C200 Controller 200
with local VO andior FIMs
or FIM-Only Chassis

Figure 25 Small ControlNet Topology

Configuration Rules (SCT)

Reference Description

CR_SCT.0 The use of the Microsoft Loopback Adapter Driver is required if system does
not include a configured Ethernet card. See Software Installation Guide for
installation instructions for this Driver.

CR_SCTA1 The Application Control Environment (ACE) is NOT qualified to run on the
Experion server node
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Conjoined redundant C200 Controller topology

The following topology is a special case small configuration that allows I/O to be
connected to the supervisory ControlNet segment. More specifically, a chassis of Series
A 1/0 and/or FIMs, or Series A or H Rail 1/O can be attached to the Supervisory
ControlNet segment. This topology is allowed to satisfy the requirement to have at least
two ControlNet node addresses on each network segment that are NOT resident in the
Redundant Controller chassis. In this case, the two nodes are the PCIC module in the
computer and the Remote Series A chassis /O and/or FIM CNI module, or the Remote
Series A or H Rail Gateway module.

Ethernet (opticnal)

ControlNet

Conjoined 10 ControlMet

[vo]]

Figure 26 Conjoined Redundant C200 ControlNet Topology

Configuration Rules (CR2)

The following rules pertain to a condition on ControlNet called becoming lonely that can
occur when a PCIC or a CNI module has no other node to falk to for some short period.
When a node becomes lonely, it will loose its configuration file and cause errors when it
regains access to other nodes

Reference Description

CR_CR2.0 The Conjoined topology is only allowed for a single redundant C200 Controller
configuration without Redundant servers, where the PCIC interface module
would become temporarily alone on the Controller switchover.

R301.1 Experion Control Hardware Planning Guide 53
11/06 Honeywell



Supervisory Networks
ControlNet Supervisory Network Topologies

Reference

Description

CR_CR2.1

When CR_C2F.0 is not allowed due to multiple Controllers being configured
on ControlNet or when FTE/FTEB is being used, use the following method to
allow a single Series A I/O chassis or single Series A or H Rail Gateway
configuration with a redundant C200 Controller to operate properly:

¢ Add another CNI module, or another Series A or H Rail Gateway module to
the same I/O ControlNet segment. This additional ControlNet device is
commonly known as a Buddy Node and is installed merely to keep the
other I/O ControlNet node from becoming lonely when the C200 RCP might

switchover.

Basic ControlNet topology

The following topology is an example of the ControlNet supervisory network with basic
Experion ControlNet components and shows where it is connected in the cluster.

Ethernet or FTE

"EsF| | J Soundom

“ ‘ __Supervisory ControlNet

) ‘l /0 ControlNet

FIM |vo

[

200

| FIM

10 ControlNet

o

Figure 27 Basic ControlNet Topology
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Configuration Rules (BCT)

Reference Description

CR_BCT.0 An Experion server can only be configured with one (1) PCIC Module.

CR_BCT.1 The total of all physical C200s+FIMs+IOLIMs+SCADA connected ControlNet
Nodes in the cluster cannot exceed 127.

CR _BCT.2 The ACE will be supported on an either:
¢ Non-redundant Ethernet,
¢ Redundant Ethernet (as defined in previous releases), or
e An FTE segment connected to the Experion server.

CR_BCT.3 You may optionally connect the ACE node directly to the Supervisory
ControlNet segment, if required to support Peer-to-Peer communication with
C200 Controllers.

CR_BCT .4 All ACE to server traffic uses the Ethernet or FTE link. Only ACE Peer-to-Peer
connections with C200 Controllers will use the ControlNet connected link.

CR_BCT.5 The ACE application is NOT qualified to run on the Experion server node.

CR_BCT.6 The ACE node is only qualified with the ACE CEE application with no other
applications running, such as Station, Engineering Tools, and so on. Running
other applications on the ACE node may affect ACE performance.

CR_BCT.7 Only 2 ACE nodes will be supported per server when configured in this type of
basic ControlNet Cluster.
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ControlNet Interoperable topology

There are some topology options available for integrating Programmable Logic
Controllers (PLCs) into the Experion system with a ControlNet supervisory network. The
following topology is an example of the ControlNet supervisory network with integrated
PLC components.

Ethernet or FTE

Redundant
Server

ESF

L,

Supervisory ControlMet

[l [cm con] [

I'0 ControlMet

: 1D Controllet

FIM o | IO

PLC 'O ControlNet

PLCS PLCS
o

Figure 28 Experion Server Integrated with PLCs Topology

Configuration Rules (PLC)

Reference Description

CR_PLC.0 The 1/O being used by the CL5550 or PLC5/C cannot be connected to or
indirectly through the Supervisory ControlNet segment. For PLC5/C, the 1771
I/O must be local to the PLC5/C chassis, connected through a traditional
Universal Remote I/O connection, or the PLC5/C must reside on a sub-
network to the C200 Controller, with its ControlNet 1/O isolated from the
Supervisory ControlNet.

CR_PLCA1 If SCADA Channel connections are formed to a PLC through any path that
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Reference

Description

includes the PCIC Module, then that CL5550 or PLC5/C counts as a Controller
in the maximum calculation matrix.

CR_PLC.2

RSLinx must be configured through its menu options to allow no more than 2
PCCC connections/PLC for PLC communications from the server SCADA
channels. This will limit the PLC communications to consume no more than 2
of the 127 allowed PCIC connections. This limit is only of concern when using
close to the 100 maximum FIMs/server simultaneously with PLCs, as the total
of Servers + Controllers + FIMs+ ACEs cannot exceed the 127 PCIC
connection limit.

CR_PLC.3

A C200 I/0O ControlNet segment cannot be directly connected to a PLC or to a
PLC Remote I/O chassis.

CR _PLC4

The Experion server cannot support configurations that include PLC MSG
Instructions that form connections through the PCIC Module to Points
configured by Quick Builder.

CR PLC5

The CL5550 cannot be configured to use any I/O Modules in the C200
Controller chassis or any 1/0 Modules in a Remote I/O chassis being used by
the C200.

CR_PLC.6

The Experion server does NOT support the operation of the Rockwell PLC
Configuration Tools — RSLogix5, RSLogix5000, or RSNetWorx. These Tools
should be installed and operated on a separate computer, with its own PCIC
Module connected to the appropriate ControlNet segment hosting the PLC.

CR_PLC.7

The ACE node does NOT support Exchange Blocks, allowing direct ACE to
PLC peer-to-peer communications. ACE access to PLC information must use
the ACE OPC Client capability to access data from an OPC Server
representing the PLC data of interest.
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Ethernet Supervisory Network Topologies
Small Ethernet topology

The following topology is an example of the smallest Ethernet supervisory network with
non-redundant Experion server and non-redundant C200 Controller using the TC-
CENOI1 (obsolete) or TC-CEN021 Ethernet Module.

Mon-Redundant
Server

i

i/
I

' C200 with
C200 local 10

Figure 29 Small Supervisory CIP Ethernet Topology
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Basic Ethernet topology

The following topology is an example of the basic supervisory CIP Ethernet network
using the TC-CENO11 (obsolete) or TC-CEN021 Ethernet Module.

Ethemet

Redundart ESF
Server

\

o

,-"/Hx
C200 with
200 w1l c200 €200
| 'O ControlNet ”

o (T 7o 1T

Figure 30 Basic Supervisory CIP Ethernet Topology

Configuration Rules (ENT)

Reference Description

CR_ENT.O Only Non-Redundant C200 Controllers may be used with an Ethernet
supervisory network.

CR_ENTA1 Support for ControlNet and Ethernet to different C200 Controllers
simultaneously from the same server is not supported.

CR_ENT.2 Remote I/O chassis are not supported over any Ethernet segment, supervisory
or downlink. A downlink ControlNet segment must still be used to support
remote |/O.

CR_ENT.3 Experion Flex Station nodes may reside on the same Ethernet segment as the

C200 Controllers for small systems when the total number of Stations (not
counting the server) plus C200 Controllers totals four (4) or less, for example;
1 Station + 3 C200s; or 2 Stations + 2 C200s, and so on.
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Reference Description

CR_ENT .4 The Supervisory Ethernet Network segment does not support a Redundant
Ethernet configuration.

CR_ENT.5 Series A FIMs are NOT supported on Experion Clusters configured with a
Supervisory Ethernet segment, as described in this section.

CR_ENT.6 The ACE Node is NOT supported connected to an Ethernet Supervisory
Network configuration, as described in this section.

CR_ENT.7 FTE connected servers do NOT support CIP Ethernet Supervisory Network.
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Distributed System Architecture (DSA) Topologies
Integrated SCADA and Experion ControlNet Server Topology

The following topology is an example of the Experion supervisory ControlNet network
integrated with a SCADA ControlNet network

Ethernet or FTE

ESF I Recundant I ECADA (EsF

Server

Supervisory ControlNet SCADA ControlNet

| I
r Fim C200 sz] H = \‘—H
VO ControlNet PLC 'O ControlNet
[ vo ]|

& P-P Bridge

PLCS PLC5
o

V'Cr ControlMet

—

FIM 1o

Figure 31 Integrated SCADA topology

Configuration Rules (DS1)

Reference Description

CR_DS1.0 The Supervisory ControlNet segment cannot be directly connected to the
SCADA ControlNet segment.

CR_DS1.1 The Peer-to-Peer ControlNet Bridge segment shown above cannot be used for
SCADA channel connections or I/O connections in either direction. This
segment can only be used for C200 to PLC Exchange Block Peer-to-Peer
connections.

CR_DS1.2 The Network between servers can be local or Remote (WAN), but must
support the necessary bandwidth required.
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Multiple Experion ControlNet Server DSA Topology

The following topology is an example of integrating multiple Experion supervisory

ControlNet networks.
L3 LAN
Ethemnet or FTE 'Q‘ Common ngE > ) Ethernet or FTE
TS Community -
.
Redundant S S Redundant
ESF Server [ ESF ] Server
Supervisory ControlMet upervisory ControlNet

’J FIM [|c200]]

10 Controlbet ||

wn T

PLC /O ControlMet & P-P Bridge

| PLcs PLC5
1o

Figure 32 Multiple ControlNet server DSA topology

~ [0 ControlNet
[vo]|

Configuration Rules (DS2)

Reference Description

CR_DS2.0 The Supervisory ControlNet segments from different Experion Servers cannot
be directly connected together

CR_DS21 The Network between Servers can be local or remote (WAN) or FTE, but must
support the necessary bandwidth required.

CR_DS2.2 A PLC/Bridging ControlNet segment having CL5550, PLC5/C or Remote 1771
I/0 may be interconnected to another controller chassis on another server, as
shown. Both C200s may obtain PLC data using Exchange Blocks in this case.
This link is also available for a C200 of one cluster to communicate with a
C200 of another cluster using Exchange Blocks
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The 1/0 network is used for communications between Controllers and I/O modules that
provide the data interface to field devices. While the chassis-mounted I/O modules and
ControlNet media form the basis for the I/O network for C200 Controllers, a variety of
interface modules and gateways are available to support connections to:

Fieldbus H1 Networks
Process Manager Input/Output
Rail Input/Output

PROFIBUS DP
Allen-Bradley Drive Interface
HART Input/Output

DeviceNet Interface

Controller Redundancy requires separated Chassis /O Networks and it is not supported
by all available I/O interfaces.

The Series C I/O and Fault Tolerant Ethernet (FTE) media form the basis for the I/O
network for C300 Controllers, which includes HART I/O interfaces. The C300

Controllers also support Process Manager I/O and the Series C FIM supports Fieldbus H1
networks.
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Basic Series A Chassis 1/O Topology

The following topology is an example of the basic Series A Chassis I/O used with C200

Redundant C200

The CNI in the C200 chassis )
13 commenly called the J

“Downlink CNI”
En [
NN
I Series A Chassis /O

Controllers.
CPM
Control Network ==
(CNet or FTE) T

|! 1 clrfrfrfr]1]1
Nlo|jo|lojo|o|o

RM [C|C _
NN I (M[MMM|MM
1|1 |
| C|I|L|T|I|I|I
110 ControlNet N(o|o|O|O|O|0O

I MM |M|M([WM|M
B,

XThe CNIin the remote 'O
chassis 1s commenly

called the “Uplink CNI™
S .

Figure 33 Basic Series A Chassis I/0 Topology

Configuration Rules (MAC)
The following table lists rules for assigning MAC addresses (MACID) in an I/O

ControlNet network.
If Assigning Then, Observe These Rules:
MACID. ..
Reference Description

1 CR_MAC.0 MACID number 1 must be configured on every physical I/O

(ControlNet ControlNet segment.

Keeper and

Moderator) CR_MAC 1 Must be assigned to the Downlink CNI in the Controller
chassis or to both Primary and Secondary Downlink CNIs in
a Redundant Chassis Pair (RCP) for each physically
separate 1/0O ControlNet segment (except for the following
Rule CR_MAC.2).

64 Experion Control Hardware Planning Guide R301.1

Honeywell 11/06



Input/Output (1/0) Network Considerations

Basic Series A Chassis /O Topolo

9y

If Assigning
MACID...

Then, Observe These Rules:

Reference

Description

CR_MAC.2

When the 1/0 ControlNet is configured with a NUT less than
10 ms. to support the AB Drive Controller, MACID number 1
should be configured outside of the Redundant Chassis
Pair, on the AB Drive Controller. The RCP should then be
configured starting with MACID number 3/4.

CR_MAC.3

Must not be assigned to any Node when using Redundant
Controller with MACID number 1 assigned to the Downlink
CNI in the RCP. (Note that the Secondary CNI is physically
set to MAC ID number 1, but logically becomes MAC ID
number 2 while in the secondary redundancy role.)

CR_MAC.4

Should be reserved when using non-redundant Controller for
future Redundant upgrade.

CR_MAC.5

When MACID number 1 is configured as in Rule CR_MAC.2
above, MACID number 2 should also be assigned outside
the RCP on another AB Drive Controller.

CR_MAC.6

Must not be assigned to a Downlink CNI in a Controller
chassis or Redundant Chassis Pair when MACID number 1
(and 2) are used in the RCP.

CR_MAC.7

Must be assigned to a Remote I/O chassis CNI or Remote
Series A or H Rail Gateway Module, in conjunction with
each MACID number 1 assignment.

CR_MAC.8

When MACID number 1 is configured as in CR_MAC.3
above, MACID number 3 should be assigned to the first
Downlink CNI in the RCP, while reserving MACID number 4
as stated in CR_MAC.11 below.

CR_MAC.9

Should be used by or reserved for additional Remote I/O
chassis CNI or Series A or H Rail Gateway.

CR_MAC.10

Must not be assigned to any Node when using Redundant
Controller with MACID number 3 assigned to the Downlink
CNI in the RCP. (Note that the Secondary CNI is physically
set to MAC ID number 3, but logically becomes MAC ID
number 4 while in the secondary redundancy role.)

5 and Up

CR_MAC.11

Should be used consecutively from low to high values with
the following guidelines CR_MAC.12 and CR_MAC.13.
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If Assigning Then, Observe These Rules:
MACID. ..

Reference Description

CR_MAC.12 Odd addresses should be used for additional Downlink CNIs
in Controller chassis or RCP (with next even address not
used), when additional Downlink CNIs are connected to a
common physical /0O ControlNet segment.

CR_MAC.13 After Downlink CNIs are assigned, remaining addresses
may be used for additional Remote I/O chassis CNIs or Rail
Gateways.

Configuration Rules (CNI)

The following table lists some additional rules to follow when configuring an I/O

ControlNet network.
Reference Description
CR_CNI.O Multiple 1/0 ControlNet Downlink CNIs may be connected to a common

physical I/0O ControlNet segment and must adhere to the MAC Configuration
Rules listed in the previous configuration rules (MAC).

Exception to this rule: When using AB Drive Controllers,
separate isolated physical segments must be configured for just
the Drive Controllers and these isolated segments must follow
the MACID assignment in rules CR_MAC.2, CR_MAC.3,
CR_MAC.5 above and CR_CNI.5 below

CR_CNI1 When using a common physical I/O ControlNet segment connected to more
than one Downlink CNI in the Controller chassis as described in the previous
rule, all I/0O or all FIMs in a single remote I/O or FIM-only chassis must be
assigned through the same Downlink CNI; for example, you should not split
communication paths to the same remote chassis components through
different Downlink CNils. Violating this rule may cause Redundancy and On-
Process Migration issues.

CR_CNI.2 PLCs or other ControlNet Devices may not reside on any I/O ControlNet
segment using Series A 1/O of any type connected to a C200 Controller.

CR_CNL3 A single 1/0 ControlNet segment cannot be shared by more than one C200
Controller

CR_CNI.4 The ControlNet Keeper is the lowest configured MACID per physical

ControlNet segment. This table assumes that MACID number 1 exists per
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Reference

Description

ControlNet segment. The ControlNet Keeper periodically broadcasts keeper
information using scheduled ControlNet bandwidth. Since the default
maximum number of scheduled nodes (SMAX) is set to 1, every ControlNet
segment should intentionally have a keeper at MACID number 1.

CR_CNL5

When connecting to AB Drive Controllers, the ControlNet Parameters for that
segment must be configured for NUT = 6.25 ms. and SMAX = to the Highest
MACID used (but less than or equal to UMAX), using Network Tools (Tools).

CR_CNL6

The maximum number of nodes (UMAX) permitted on the I/O ControlNet is 20.

CR_CNL7

An 1/O network can have up to four downlink CNIs installed in a C200 chassis
with multiple uplink CNIs and Rail Gateways physically connected to the same
network. However, be sure each Rail Gateway has configured
communication paths from only one downlink CNI. The downlink CNIs may
have configured communication paths to multiple Rail Gateways and
chassis mounted I/0 modules through uplink CNIs. Ea